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vibeer

 EVN account part of our general LDAP accounts @IRA since ...

* Able to log in to several machines

e Broken into October 29th 2022



* Not out of the woods yet

 On December 13th 2012 laert from our NREN provider GARR - found out
that form the new host vibeer there have been a number of ssh

connections to a darknet/honeypot

 Need for more tight security



mitigation

* vibeer.ira.inaf.it moved to a temporary server on our vibi network
(90.147.132.x)

e evn account now local

* Data still backed up on our backup server daily (and monthly)


http://vlbeer.ira.inaf.it

Future

* EVN to become an SFTP only account?

* |f ssh needed to run scripts or other operations maybe RSA key exchange
for each antenna?

 Restructure directories? Eg mmmyy -> YYYY-mm-dd



